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ABSTRACT – Enhancement in mobile technology lead 
to rapid adoption of mobile devices among community 
at large and make mobile devices being used to collect 
and stored a large amount of sensitive information. This 
scenario has turn mobile devices as one of the malware 
attack’s target. The expeditious growth of mobile 
malware has outweighed signature-based detection 
approach as it depends on a constant signature update 
and limited to known mobile malware. On the other 
hand, anomaly-based detection approach able to 
overcome this issue, yet this approach generates false 
alerts. One of the methods to improve the false alert 
drawback in anomaly-based detection is by introducing 
Deep Neural Network which able to learn on large 
number of features without having to go explicitly into 
optimizing the feature selection.  This paper explores 
the mobile malware detection using Deep Neural 
Network approach through opcode analysis in 
classifying between benign and malicious mobile 
malware application.  
 
1. INTRODUCTION 

Advancement in mobile technology and 
connectivity has encourage community to used mobile 
devices daily for various activity. However, the 
existence of mobile devices had given attackers to 
exploit it by injecting malware into the devices. 
Currently mobile malware has the ability of being 
unrecognized in the application store [1], thus led users 
to be tricked into installing the infected programs. Once 
infected, malware started to infiltrate and replicate, 
hence causes further damage and loss of sensitive data.  
According to the 2018 Internet Security Trend Report 
issued by Symantec Corporation, [2] the discovery of 
latest mobile malware variations has significantly 
increased over the course of three years. In 2017, the 
discovery of new mobile malware had surged up to 54% 
compared to 2016. Even though in 2018, there is a slide 
decrease in the number of new mobile malware the 
impact of mobile malware attacks is still significantly 
high. This statistic implicates that a study in mobile 
malware detection is important to overcome mobile 
malware infection. 

Mobile malware detection detects Mobile malware 
through the behaviors of the application and can be 
traced based on several features from the static or 
dynamic analysis. Dynamic analysis based on the traces 
during the activation of a mobile application whereas 
static analysis is based on the traces of mobile 
application binary. Dynamic analysis requires mobile 

application to be executed and the traces are captured 
live, these requires a huge processing power and storage 
to collect and stores the traces log. On the other hand, 
Static analysis can trace mobile application behavior by 
just analyzing the binary file, which is the .apk file. 
Static analysis approach requires lesser computational 
resources [3], making it the best approach to be adopted 
in mobile devices.  One of the traces that can be 
observes in analyzing mobile application behaviors is 
opcode or bytecode of mobile application binary. As 
stated by [4] and [5], opcode or operation code act as a 
set of machine language instructions. These instructions 
are used in initiating certain operation in a computerized 
system [6], thus able to be used for detecting for any 
malicious operation.  

Machine learning technique is one the common 
choice for researchers in developing or proposing a 
better and efficient malware detection. However, with 
the increasing number of data cause the traditional 
machine learning algorithm to come to a stagnant point. 
Nonetheless, an emergent machine learning technique 
called deep learning techniques can process huge 
amount of data efficiently and better than traditional 
machine learning technique. This research only 
discusses one of the Deep learning approaches which 
called as Deep Neural Network. Deep Neural Networks 
(DNN), which employ deep architectures in Neural 
Networks (NN), can represent functions with higher 
complexity if the numbers of layers and units in a single 
layer are increased [7]. 

The objective of this research paper is to explore 
the implementation of Deep neural network in mobile 
malware detection through the opcode analysis. The 
remainder of the paper will be structured as follows. 
Section 2 explains the research methodology used in 
this study. Section 3 presented the discussion on result 
and analysis of the proposed implementation. 
Ultimately, this paper is concluded in Section 4. 

 
2. METHODOLOGY 

 This research paper implement a DNN algorithm 
for classifying between benign and malicious android 
application according to its opcode. An experiment was 
done by examining a total of 2,000 benign and 
malicious samples. 1000 malicious .apk were 
downloaded from the Android Malware Dataset shared 
by ArgusLab [8] and 1000 benign software was 
downloaded from the Google PlayStore.  

The research methodology used in this research 
consist of three phases, known as the data acquisition 
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phase, data preparation phase and implementation 
phase. The research methodology is illustrated in Figure 
1. 
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Figure 1 Research Methodology 

 
 Phase I involved a set of malicious and benign 
.apk that are decompiled into Opcode occurrence. 
Opcode features are selected as it is able to display 
malicious traits even when there is encryption or 
obfuscation in the source codes. In Phase II, the opcode 
are normalized and divided to training and testing 
dataset. Finally, phase III is the implementation of DNN 
and the evaluation of DNN model . 
 The DNN used in this research have the following 
generic architecture: an input layer, which is provided 
with the opcode occurrence input,  layer; 2 or more 
hidden layers, where a transformation is utilized to the 
output of the former layer and finally an output layer 
that classify between benign and malicious application. 
The architecture of the deep neural network 
implemented in this paper is depicted in Figure 2. 
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Figure 2 Deep Neural Network 

 
3. RESULT AND DISCUSSION 

 This experiment is built using Keras utilizing 
TensorFlows backend and running on top Google Colab 
platform.  The dataset of opcode occurrence is split into 
60% training set and 40% validation set. The 
performance metric used to evaluate the performance of 
the classifier (malicious or benign) are Accuracy, 
Precision, Recall and F1-score. Table 1 describes the 
structure of the deep neural network. Relu and sigmoid 
function are used as activation functions. 
 

Table 1 DNN parameters 
Layer (Type) Output Shape Param # 

dense_1 (Dense) (None,110) 23980 
dense_2 (Dense) (None,110) 12210 
dense_3 (Dense) (None,1) 111 
Total params : 36, 301 Trainable params : 36,301 
Non-trainable params : 0 

 
The evaluation performance result of DNN in 

classifying benign and malicious mobile application is 
shown in Table 2. 

 

Table 2 Performance result of DNN 
Accuracy Precision Recall F1-score 
97.38 % 96.43% 98.18% 97.30% 

 
Table 1.  shows the ability of the proposed DNN to 

identify a mobile application as benign or malicious is 
97.38%. The correctly classified apps within all 
application is 96.43%. The ratio of correctly identified 
benign samples is 98.18%. The F1-Score which points 
to how much the model determinate is 97.30%. 
 
4. CONCLUSIONS 

 This research paper propose a mobile malware 
detection system using deep neural network through the 
opcode analysis, . The experimental result shows that 
deep neural network (DNN) can identify malicious from 
benign ones with 97.38% accuracy. In the future, this 
research will explore other Deep Learning method such 
as convolutional neural network (CNN) and Recurrent 
Neural Network (RNN) 
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